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QUESTION 81
What is an advantage of placing an IPS on the inside of a network?

A.    It can provide higher throughput.
B.    It receives traffic that has already been filtered.
C.    It receives every inbound packet.
D.    It can provide greater security.

Answer: B

QUESTION 82
Which three statements about Cisco host-based IPS soluations are true? (Choose three.)

A.    It can view encrypted files.
B.    It can have more restrictive policies than network-based IPS.
C.    It can generate alerts based on behavior at the desktop level.
D.    It can be deployed at the perimeter.
E.    It uses signature-based policies.
F.    It works with deployed firewalls.

Answer: ABC
Explanation:
The key word here is ‘Cisco’, and Cisco’s host-based IPS, CSA, is NOT signature-based and CAN view encrypted files.

QUESTION 83
Which syslog severity level is level number 7?

A.    Warning
B.    Informational
C.    Notification
D.    Debugging

Answer: D
Explanation:
The list of severity Levels:
0 Emergency: system is unusable
1 Alert: action must be taken immediately
2 Critical: critical conditions
3 Error: error conditions
4 Warning: warning conditions
5 Notice: normal but significant condition
6 Informational: informational messages
7 Debug: debug-level messages

QUESTION 84
Which type of mirroring does SPAN technology perform?

A.    Remote mirroring over Layer 2
B.    Remote mirroring over Layer 3
C.    Local mirroring over Layer 2
D.    Local mirroring over Layer 3

Answer: C

QUESTION 85
Which tasks is the session management path responsible for? (Choose three.)

A.    Verifying IP checksums
B.    Performing route lookup
C.    Performing session lookup
D.    Allocating NAT translations
E.    Checking TCP sequence numbers
F.    Checking packets against the access list

Answer: BDF
Explanation:
http://blog.ipexpert.com/a-closer-look-at-stateful-inspection-on-the-cisco-asa/

QUESTION 86
Which network device does NTP authenticate?

A.    Only the time source
B.    Only the client device
C.    The firewall and the client device
D.    The client device and the time source

Answer: A

QUESTION 87
What hash type does Cisco use to validate the integrity of downloaded images?

A.    Sha1
B.    Sha2
C.    Md5
D.    Md1

Answer: C

QUESTION 88
Which option is the most effective placement of an IPS device within the infrastructure?

A.    Inline, behind the internet router and firewall
B.    Inline, before the internet router and firewall
C.    Promiscuously, after the Internet router and before the firewall
D.    Promiscuously, before the Internet router and the firewall

Answer: A

QUESTION 89
If a router configuration includes the line aaa authentication login default group tacacs+ enable, which events will occur when the TACACS+ server returns an error? (Choose two.)

A.    The user will be prompted to authenticate using the enable password
B.    Authentication attempts to the router will be denied
C.    Authentication will use the router`s local database
D.    Authentication attempts will be sent to the TACACS+ server

Answer: AD

QUESTION 90
Which alert protocol is used with Cisco IPS Manager Express to support up to 10 sensors?

A.    SDEE
B.    Syslog
C.    SNMP
D.    CSM

Answer: A
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